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Welcome to this session, on the Internet of Things security. 
In this session we will:
· Discuss the security risks of the Internet of Things
· Investigate ways of securing the Internet of Things
2 of 14 Definitions
The following definitions will help during this session:
· Hacking – the gaining of unauthorised access to data in a computer system
· Phishing – a form of social engineering attack used to steal personal data by an attacker disguised as a trusted organisation
· Legacy technology –  an old technology no longer supported by development
· DDoS – Distributed Denial of Service
· Endpoint – a remote device that communicates with a network it is connected to (such as a desktop or laptop)
· Honeypot – a system intended to mimic likely targets of cyberattacks
 3 of 14 – What is the Internet of Things? 
· The Internet of Things (IoT) is the term applied to everything connected to the internet
· It is increasingly being used to define objects that talk to each other
· These devices range from sensors to smartphones and wearable technology (e.g. FitBit or Apple Watch)
· The IoT enables devices on private networks to communicate with others
· This in turn, creates a more connected world across multiple different network types
 4 of 14 – IoT security
Security is a big consideration with the IoT. Many connected devices collect extremely sensitive data about individuals. For example:
· What you say and do around the house
Keeping sensitive data secure is essential for users to have confidence in using connected devices.
Security of the IoT is not as good as security of private networks and a lot of work still needs to be done.
A lot of IoT devices do not give enough thought to basic security requirements, such as encryption.
 5 of 14 – Security risks
[bookmark: _Hlk28769814]The following are some security risks:
· Hacking
· Phishing
· Legacy technology
· Botnets
 6 of 14 – Hacking
Hacking is an attempt to exploit a computer system or a private network. Essentially, it is the unauthorised access to, or control over, a computer or computer network for illegal purposes.
Activity is carried out by a hacker – there are three types of hacker:
· Black hat hackers – these use their skills for personal or financial gain and often write malware as well
· White hat hackers – these use their skills to help and assist organisations by finding security issues, with an organisation’s permission. Also referred to as ethical hackers
· Grey hat hackers – these generally attack a system without permission but will inform the organisation
 8 of 14 – Phishing
· Phishing is the act of individuals being contacted via email, telephone or text message by an attacker posing as a legitimate organisation
· The aim is to convince the target to provide sensitive data such as bank details and passwords
· In the event an attacker is successful, this will almost always result in identity theft or financial loss
 9 of 14 – Legacy technology
· Legacy systems are outdated systems in computing
· It is likely that legacy systems are no longer able to receive updates leaving vulnerabilities open to hackers
· Many companies will move on to new and updated products with no time given to older systems – this is what results in the lack of updates
· Although legacy technologies may be very good and still serve the user well, the security vulnerabilities make them a weak link in a secure network
 10 of 14 – Botnets
· A Botnet is several connected computers coordinated to perform a function
· They are responsible for helping maintaining websites, most often Internet Relay Chat
· These Botnets are completely legitimate and legal
· There are, however, malicious botnets as well
· Sometimes your computer can be directly hacked, or hacked by a spider
· A spider is a program that crawls the internet looking for holes in security
· Once your computer is controlled, it is used (along with others) to carry out tasks such as email spamming or DDoS attacks
 11 of 14 – Securing connections to the IoT
There are a number of ways to secure IoT connections including:
1. Strong passwords which make initial access to an account more complicated
2. Ensure the network is secure. This can be done using:
A. A secure router
B. A firewall, which can prevent unknown communications getting into the network
C. Access control so only authorised users or devices have access to particular functions
3.   Inspect IoT device source code for any security flaws
4.   Apply patches and updates to ensure any known bugs are fixed before attacks occur
 12 of 14 – How to test these measures
There are a number of ways of testing these measures. Common methods include:
· Vulnerability scanning, which will look for known vulnerabilities in a system
· Security scanning, which looks for network and device weaknesses
· Penetration testing, where we can simulate an attack from a malicious hacker
· Ethical hacking, where hacking is done to discover and rectify flaws
 13 of 14 – Securing legacy technologies
It is likely that legacy technologies no longer receive updates to their software. To help protect legacy technologies, we need to:
1. Keep legacy technology away from the endpoints
2. Apply strict access control including no direct internet access
3. Remove unused services for example disabling unused protocols
4. Use honeypots to detect attacks and deflect them away from the target
14 of 14 – Summary
Well done. You have completed this session on the Internet of Things security.
In this session we have:
· Discussed the security risks of the Internet of Things
· Investigated ways of securing the Internet of Things

