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1 of 17 – Welcome
Welcome to this session on digital citizenship.

By the end of this session you will be able to:
· Understand what is meant by the term ‘digital citizenship’
· Understand the important aspects of being a digital citizen
· Understand what the digital gap is, and why it is important
· Understand how to keep yourself safe and well online
2 of 17 – What is digital citizenship?
Digital citizenship refers to the responsible use of technology and the Internet to interact with others online. A digital citizen is someone who uses IT extensively, and citizens range in age from small children to the elderly. 

Being a digital citizen is about understanding digital literacy, online etiquette, online safety, and understanding the difference between private and public information. It requires users of technology to be accountable for the way they present themselves and interact with others online and encourages the participation of all online users in an effort to promote equal opportunities and make the online space one which is kind and approachable.

A good digital citizen knows how to connect with others online, how to be empathetic towards people with different backgrounds to theirs, and forms friendships online based on mutual respect.

A bad digital citizen is one who has a lack of knowledge about how to use the Internet safely, doesn’t understand the impact social media can have on themselves and others, or may even use the anonymity of the Internet to cyberbully or harass someone, or even to commit crimes. 

3 of 17 – Key concepts
There are many different concepts which are important to digital citizenship. While being a digital citizen may sound simple, it requires us to stay up to date with technology as it evolves over time, understand how technological changes can affect us, and to educate ourselves about any new developments or social movements that are important in the online world. 

In this session we will look at some of the following concepts in more detail:
· Using empathy online
· How the Internet works
· The digital divide
· Your data
· Practising digital literacy
· Digital wellbeing
· Online safety

4 of 17 – Emotional maturity and empathy
Empathy is when you can emotionally understand what others feel. It is the ability to judge others emotional states, but more than that it is the ability to ‘put yourself into someone else’s shoes’ and truly get a feeling of things from their perspective. This is obviously very important when interacting with people online as we have no idea what most of their lives are like, or the experiences and struggles they have gone through. 

If you send a Tweet, once it is out there you have no control on how it might be perceived by others. Something you said in a light-hearted and joking manner may be taken differently by someone who views it several hours, days, weeks, or even years later. 

Because of the speed at which communication happens over the Internet, it is very easy for users to make instantaneous negative judgements about what someone has posted, and to react to that in a negative and unhealthy way for both parties involved. This is partly because when using most social media you aren’t seeing someone’s facial expressions, nor hearing their tone, inflections, or additional non-verbal communication cues which humans have evolved to understand over millennia.
​
Click here to watch a video to learn some more about what empathy is, and how you can be more empathetic to others. 

5 of 17 – Prejudice and stereotyping
Whenever we see or meet someone new, it is normal for us to make assumptions about who they are and what they are like based on what we notice about the person, such as what they look like, what they wear and what they say. Sometimes these observations are factual, such as noticing that they are wearing a jumper with ‘Hogwarts’ on it and assuming that they like the Harry Potter books or films. Other times we make assumptions based on opinions or biases we already have. When these are not based on reason or actual experience, these assumptions are known as prejudice or stereotyping.

People can stereotype other people for lots of reasons. Can you think of any examples? Here are some suggestions. Remember this list is not everything – people can be stereotyped for lots of reasons:
· What people wear, including clothing and glasses
· People’s culture, race or heritage
· Colour or style of hair
· People’s religious beliefs
· People’s weight or height

Prejudice and stereotyping are not OK, because they are unfair judgements not based on fact. It is not alright to treat someone differently because you have made an assumption about them for which you have no evidence. It is, however, very common, so one of our responsibilities is to recognise when prejudice or stereotyping occurs and challenge them when they happen. This includes challenging yourself if you notice you are making biased judgements. Using empathy and putting yourself into someone else’s shoes should enable you to make less biased judgements and will help you consider things from the ‘other’ point of view.

6 of 17 – How does the internet work?
The Internet’s job is to transmit data from one place to another, essentially like a near-instantaneous postal service. In our everyday lives we don’t need to think about how the Internet works, but as a digital citizen it is important that we understand some of the underlying structures behind this tool which we use every day. Imagine you click on a link to watch a funny cat video on YouTube. The following steps show what happens before that video loads:

· Step 1: Your device has what is known as an IP address, which is a string of numbers to help identify you. When you click on the cat video link, your Internet Service Provider (ISP) sends your IP address to the YouTube servers, telling the servers what you need.
· Step 2: The Internet is connected via a series of very large, thick cables which are laid out across the ocean floors, connecting countries and continents to one another, enabling access to the information stored on each of them. So, your cat video link request speeds through these underwater cables, heading for YouTube’s servers.
· Step 3: The YouTube servers understand the request and start to send the information (cat video) back to your device.
· Step 4: Data is once again transmitted through the undersea cables, this time heading from the YouTube servers back to your device
· Step 5: When the information reaches the UK, it travels from the sea cables towards your device at about 70% of the speed of light. If your device is at home, this information will likely travel through your router and then transmit to your device over Wi-Fi or ethernet cable. If you are using mobile data, the information is sent to a mobile phone mast near you, then it is transmitted out wirelessly and received by your device. When it reaches your device, it completes a quick “handshake” with your device, and the content is displayed. 

7 of 17 – The digital divide
The digital divide refers to the gap between people who have access to a computer and the Internet, and those who don’t. As of 2021, almost 97% of households in the UK have access to the Internet, however, as that number increases, the cultural and sociological divide between those who have access and those who do not, widens.

It is a common misconception that those not connected must only be the elderly, but that is not the case. Rather than a generational issue, this is a social issue, and one which will affect the poorest members of society hardest. Someone who cannot afford a computer and the Internet is significantly disadvantaged when compared to those who can. 

Not having internet access at home can be hugely impactful. Those without the Internet are more likely to develop feelings of isolation and loneliness, may not have the same job opportunities as those online (as many companies now exclusively advertise online), may not be able to apply for a job without filling in an online form, or may be unable to access educational content. 

It is important to acknowledge this digital divide, and to remember that despite its prevalence, the Internet is still a luxury which not everyone can have, and to be mindful of the advantages it can provide you with. 

8 of 17 – Your data
Your digital footprint is the name given to the data you leave about yourself online. It acts like a trail which other people and companies can use to find out more information about you. Depending on how much information you have been actively putting online, it can be very easy for employers or organisations to find details of your life. 

It is now incredibly likely that employers will search for prospective employees in an effort to learn more about that person before they are interviewed or hired. They will want to see that you have views in alignment with their company values, how you talk to others online, if you have good written communication skills, and that you don’t appear irresponsible. People whose online profiles show them taking drugs or drinking alcohol have been shown to be less likely to be hired over someone who appears to be a good cultural fit for the company. This same investigative technique is also being adopted by universities, who want the best candidate possible to represent them.

Privacy is the biggest risk associated with your digital footprint. Social media specifically collects an extensive amount of data about a user which is then used for a variety of purposes. For example, Facebook will track the websites you have visited as well as things you click on or post on their platform and sell this information on to other companies with no regard for what happens to your information once it is given to them. 

9 of 17 – Digital literacy
Digital literacy is the ability to find, critically evaluate, and communicate information through the internet. The words you choose to express yourself online matter as they are open to interpretation. Likewise, there is a lot of misinformation or outright lies being spread online which you will need to be able to identify and assess.

Fake news:
‘Fake news’ refers to things which are being portrayed as facts when they are not actually true. It can come from many sources, such as people with particular political leanings trying to discredit their opponents, or people who are sharing information while either misrepresenting or misunderstanding the facts. Fake news has power because people find it easier to believe things that they fear to be true, and fake news is usually sensationalist and uses eye-catching headlines. 

Click here to watch a video to learn more about fake news and how to spot it.

Propaganda:
Propaganda is the term given for when ideas are spread with the intention of making people think a particular way, or for a particular reason. Propaganda can be used for both good and bad reasons. The Nazis used propaganda to promote a culture of ‘otherness’ and hatred towards the Jews, while public health campaigns like “hands, face, space” is a more positive type of propaganda. Spotting propaganda is difficult, because effective propaganda hides in plain sight, utilising our basic fears, biases and identity to push an “us verses them” attitude. 

Propaganda is not just posters or social media posts, but can also be portrayed in film, tv, and other media. For example, movies such as American Sniper or Top Gun not only show the American Military in a positive light, but also received funding and endorsements from the military for featuring them in these films. 
​​
Click here to watch a video to learn more about propaganda.

10 of 17 – Digital wellness
Digital literacy is the ability to find, critically evaluate, and communicate information through the internet. Digital wellness is the idea that you should take short, regular breaks from using the Internet and digital devices to regulate your time spent online in an effort to limit some of the negative effects that it can have on you both physically and psychologically. Essentially, know when to take a break from screens, and know why that is important.

Practising digital wellness in this way is important because too much screen time can affect people in many different ways. Excessive screen time can impact your memory, empathy, and even negatively impact the development of your brains’ grey matter, which can lead to other cognitive difficulties. 
Too much screen time is not good for your physical or mental health, and studies have shown those who spend a significant amount of time in front of screens are more likely to develop issues with sleep, chronic neck or back pain, and depression and anxiety.

As well as taking breaks from a screen, there are a few other things you can do to help you take care of yourself. You could go for a walk while away from your screen, then make sure you have drunk enough water to keep yourself hydrated and try opting for healthy snacks and meals throughout the day.

11 of 17 – Digital security
Being a digital citizen means knowing how to keep yourself safe and secure online, and how to protect your digital devices. Click on the tabs below to learn more about protecting yourself and your devices.

Smartphone Protection:
To protect your smartphone, you should secure it with a password that is unique and not something obvious like your date of birth, or 1234. Turning off fingerprint or facial recognition and requiring your password will add another layer of protection if you were to lose your device. #

Scams and Phishing:
Online scams are always prevalent, and phishing is the term given to fraudsters who attempt to trick you into revealing personal information. Because of this, it is important not to click on any links you receive that mention your online accounts or banking details. Even if they are legitimate, it is best to go to the website of the sender and connect to their customer support that way to see if there really is an issue. 

12 of 17 – Making a difference
It is your responsibility to be a good citizen. One of the ways you can do this is by choosing to do things that help to make other people more tolerant and understanding, and to encourage others to keep themselves informed of new trends in technology. 

Can you think of any ways you could do that? Here are some ideas.
· Engage in debates online using empathy and positivity
· Make a pledge to only post positive things on social media
· Share positive stories about people from other cultures or religions online
· Use your critical thinking skills to research and debunk fake news and propaganda

Whether your actions are big or small does not matter – being a positive influence online helps make the digital spaces we share better.

13 of 17 – Question 1
Which of the following are key concepts a digital citizen should understand? Select all that apply.
a) How to use empathy online
b) When to use memes
c) How the internet works
d) The digital divide
e) DNS routing
f) Online safety

The correct answers are a), c), d) and e) How to use empathy online, how the internet works, the digital divide and online safety.

14 of 17 – Question 2
Put the following statements in the correct order to show what happens when you click on a link to a YouTube video:
· Data from YouTube servers sent back via undersea cables
· Information travels to your router or mobile phone mast and is then displayed by your device
· The YouTube servers understand the request and start to send the requested information back
· Your device sends a request to the YouTube servers
· The request is transmitted via undersea cables

The correct answers are:
· Step 1 – Your device sends a request to the YouTube servers
· Step 2 – The request is transmitted via undersea cables
· Step 3 – The YouTube servers understand the request and start to send the requested information back
· Step 4 – Data from YouTube servers sent back via undersea cables
· Step 5 – Information travels to your router or mobile phone mast and is then displayed by your device

15 of 17 – Question 3
Which of the following explains the digital divide? Select the correct answer.
a) The digital divide is the gap between people who have are technologically literate, and those who are not
b) The digital divide is the gap between people who have access to a computer and internet and the Internet, and those who do not
c) The digital divide is the gap between the generations who are capable of using technology, and those who are not

The correct answer is b) The digital divide is the gap between people who have access to a computer and internet and the Internet, and those who do not.


16 of 17 – Question 4
What are some of the ways you can make a difference online? Select all that apply.
a) Link news articles with especially scary headlines so others are warned
b) Share positive stories about people from other cultures or religions online
c) Make YouTube videos of you covering your favourite songs
d) Gaining as many followers as possible on each platform to spread your message 
e) Engage in debates online using empathy and positivity
f) Use your critical thinking skills to research and debunk fake news and propaganda

The correct answers are b), e) and f) Share positive stories about people from other cultures or religions online, engage in debates online using empathy ad positivity and use your critical thinking skills to research and debunk fake news and propaganda.

17 of 17 – End
Well done. You have completed this session on digital citizenship.

You should now be able to:
· Understand what is meant by the term ‘digital citizenship’
· Understand the important aspects of being a digital citizen
· Understand what the digital gap is, and why it is important
· Understand how to keep yourself safe and well online

If you have any questions about any of these topics, make a note and speak to your tutor for more help.
