
E-Safety – Grooming
1 of 15 - Welcome
Welcome to this session on grooming.

By the end of this session, you will be able to:
· Understand what grooming is
· Know how to identify potential predators
· Know how to protect yourself against online predators
· Identify the signs of someone experiencing grooming
2 of 15 - Content warning
You may find some of the content in this session distressing or upsetting. 
We recommend ensuring that you have access to wellbeing support for yourself before proceeding through the session, in case you need it. 
If you need to stop and return to this session you can do so at any time.
3 of 15 – What is online grooming?
Online grooming is the term given when an individual uses the internet to try and force a target into doing something sexual. It can occur in different ways, but often the groomer relies on manipulation to pressure someone into doing something they don’t want to. It can be useful to think of the predator as someone who would hold a disproportionate amount of power over another in a relationship. 
They can hide behind anonymous avatars, or use fake profiles filled with pictures of real people, to make themselves seem like a normal person. For example, if a paedophile wants to talk to young children in the hopes of grooming them, they might make an account on a child-oriented multiplayer game. They can then pretend to be the same age as the child, befriend them, and attempt to convince the child to do what they wanted. 
The shame and stigma of being ‘tricked’ is detrimental to efforts to stop online groomers. It is therefore important that we listen to victims and give them the attention and respect we would want, if we were ever put in a similar situation. 
4 of 15 – Preconceptions and stereotypes
You may have a certain image of an online predator in your mind. The stereotype tends to be middle aged men chatting with young children over Facebook. It is important to remember that this is not always the case, and that predators come in all genders, age and race – as do their targets. 
A 17 year old may not think he is being groomed because he is above the legal age of consent. This is a common misconception as the term does not explicitly refer to children. For example, a female who is 25 could try to employ the techniques described later in the session to manipulate their relationship. 
Additionally, when technologies evolve and change, so do predators and their habits. Below are some of the platforms a predator might use to gain access to their victims.
1. Kik – A messaging app
2. TikTok – A video sharing platform
3. Roblox – An online game 
4. Whisper – Anonymous social media
5. Facebook – Multimedia platform
6. Snapchat – Multimedia messaging app where content is usually available for a short time
7. Instagram – Multimedia platform owned by Facebook. Most used platform in online sexual communication crimes
8. WhatsApp – Multimedia messaging service owned by Facebook
5 of 15 – Protecting yourself against online predators
There are many things you can do to protect yourself against online predators such as making yourself a difficult, and therefore less appealing, target. 
Consider what you share: It’s important that you don’t reveal personal information online which could be used to learn more about you. Don’t write things or share images or videos of yourself with others privately, or on social media, that you wouldn’t be comfortable with a parent or guardian seeing. Things shared on online can last forever – there are entire groups of people and websites dedicated to preserving everything posted. Additionally, what you share can easily be screenshot or saved, even if the platform you’re using suggests otherwise.
Restrict access: Every social media platform will have privacy controls in the settings. Usually, these settings will enable you to restrict access so that only your friends or followers on the platform can see or interact with your content. Consider removing links to other platforms you are on, and excluding information such as your full name or address. 
Don’t engage: The most obvious thing you can do is to simply not engage with anyone you don’t know while using social media. Some platforms like WhatsApp make this easier than others by allowing you to block anyone messaging you. However, for things like online games this can be trickier, and it is worth checking the settings to see if the game will enable you to activate a filter for mature content, or to block someone harassing you.
6 of 15 – Stages of online grooming
There are several stages which predators take in order to develop a relationship with the victim. By knowing these stages, we can help to identify grooming behaviour, thus being less susceptible to it. It is important to remember that the order in which these stages appear may change according to the victim or predator. Remember, the aim of the predator is to establish power over the victim by taking away their ability to think or act independently. 
Stage 1 - Friendship forming
A predator will chat with a target, especially those who seem emotionally vulnerable. They will potentially try and get personal details such as the targets full name, or other social media accounts at this point. 
Stage 2 - Relationship forming
To develop the relationship further, the predator will talk to the target about their family and friends, showing they can be relied on to listen. They may send money or gifts as a hook to emotionally manipulate the target further down the line. They may even develop a relationship with a target’s friends or family, so that they have an additional level of security in being considered ‘friendly’.
Stage 3 - Testing boundaries
Here the predator will push to find the edges of ‘comfortable’ topics. They may start complimenting a targets appearance, and will ask more specific questions about their home life in an attempt to assess the risks of being caught. They may explain how to hide or delete things on various platforms.
Stage 4 – Isolation
This is usually the stage where the predator asserts the target and themself have a ‘special bond’. They may claim to love the target, and make other grandiose statements. If the predator is using a fake profile to communicate, they may try to get the target to video chat – only then for their webcam to ‘break’. If they are using a somewhat real profile, they may suggest meeting up for events which they know the target will enjoy. 
Stage 5 – Desensitisation
During this stage predators will try to sexualise the target. They may start to give them sexually-oriented compliments, describe sexual acts and share pornographic videos. They may suggest the target sends them pictures which are sexual in nature. If the target was a young child, the predator might send them pictures of other children without clothes on in the effort to make it seem ‘normal’. This desensitisation process is usually the precursor to physical interaction between the predator and the victim. 
Stage 6 - Controlling the victim
This is the stage where physical abuse begins. Once it begins, the abuser will try their best to maintain control over the victim and will attempt to manipulate them as much as possible to protect themselves. They may convince the victim that their ‘special relationship’ should be secret, or may blame things on a victim in an effort to make them feel further isolated. They may use threats of blackmail or physical violence to force interactions even if the victim feels uncomfortable. The abuser will also try to control how they and the victim meet, and may suggest things like picking the victim up in their car, or telling them how much they want to touch them. 

7 of 15 – Signs of grooming
It is a good idea to familiarise yourself with the process abusers use, as explained on the previous slide, to help understand the difference between being groomed and a healthy relationship. There are many other signs which suggest someone is being groomed which you can look out for. 
· They may seem stressed and become withdrawn
· They may suddenly start getting expensive gifts or money which they don’t explain
· They may start drinking or taking drugs
· They may inappropriately use sexualised behaviour or language
· They mention meeting a stranger in person
· They show you naked images of themselves
· They start spending significantly more or less time on their devices
8 of 15 - The Online Safety Bill
OFCOM is the UK’s Office of Communications, the government body in charge of regulating broadcast television, broadcast radio, broadband, home and mobile phone services, and the Royal Mail postal service. 
On May 12th 2021, the UK government published a draft of a Bill called the Online Safety Bill. This Bill will aim to establish a new structure in law to address illegal and harmful content online, by providing OFCOM with the ability to fine or sanction companies who do not comply to new regulations. 
The Bill covers many areas, but it is generally aimed at companies who provide an online platform with “significant” numbers of users in the UK, or if it could potentially be used by individuals in the UK to share material capable of causing harm to others. The Bill proposes extra safeguarding obligations for services, likely to be accessed by children, in the aim of preventing harm from coming to them. Additionally, the Bill allows heavier moderation of illegal content (anything that would be considered illegal under UK law) and requires service providers to invest in systems to prevent this content appearing on their platform. 
9 of 15 - Cyber abuse and police protection
If someone possesses images and videos of child sexual abuse, or there is other proof of abuse, you should contact the police and any online organisations set up to help victims. 
If you are on the internet and stumble across this kind of content it can be very distressing, and you might panic. Don’t worry, if you are not actively sharing this sort of media, you won’t be in any trouble. Make sure you block and report the user and their post, but do not interact with it beyond that for your own safety. Report the content to your local police force. 
Additionally, you can anonymously report child sexual abuse images or videos by contacting the Internet Watch Foundation, a charity who works to remove child sexual abuse imagery from around the globe. 
Click here to visit their website.
10 of 15 – Question 1
Is the following statement true or false?
Grooming is when an individual uses the internet to try and force a target into doing something sexual.
The correct answer is, true. 
11 of 15 – Question 2
Which of the following should you do to protect yourself against online predators? Select all that apply. 
a) Don’t engage with them
b) Create fake profiles to harass predators
c) Delete all of your social media accounts
d) Restrict access to you
e) Consider what you share
f) Block everyone you don’t personally know
The correct answers are a, d and e. 
12 of 15 – Question 3
Which of the following are potentially signs of someone being groomed? Select all that apply.
a) They may seem stressed and become withdrawn
b) They may suddenly start getting expensive gifts or money which they don’t explain
c) They start investing in cryptocurrency
d) They may inappropriately use sexualised behaviour or language
e) They may become addicted to an online game
f) They start spending significantly more or less time on their devices
The correct answers are a, b, d and f. 
13 of 15 – Question 4
What is the aim of the Online Safety Bill proposed in May 2021?
a) To enable companies to work directly with the UK government on new laws regarding internet safety
b) To position OFCOM as a cyber security team to develop state-sponsored antivirus software 
c) To establish a new structure in law to address illegal and harmful content online by providing OFCOM with the ability to fine or sanction companies which do not comply to new regulations
The correct answer is c. 
14 of 15 – Question 5
What should you do if you see a picture of a child being sexually abused online? Select all that apply.
a) Block the user
b) Tweet about the incident
c) Post a response to the image expressing your disgust
d) Report the image to the Internet Watch Foundation
e) Report the user
f) Immediately turn off your device
The correct answers are a, d and e. 
15 of 15 – End
Well done. You have completed this session on grooming.

You should now be able to:
· Explain what grooming is
· Understand how to identify potential predators
· Understand how to protect yourself against online predators
· Identify the signs of someone experiencing grooming

If you are unsure or have any questions about any of these topics, make a note and speak to your tutor for more help.

