Prevent
– Counter-Terrorism Legislation
1 of 19 – Welcome
Welcome to this session on counter-terrorism legislation.
By the end of this session, you will:
· Be aware of the topics covered by counter-terrorism legislation
· Know what powers the government have to prevent terrorism
· Understand some of the ethical considerations of counter-terrorism legislation
2 of 19 – Counter-terrorism legislation
There are many inter-linked pieces of legislation that have been issued and modified over the years that cover the government's policies relating to terrorism and counter-terrorism. 
Examples include:
· The Terrorism Act
· The Anti-Terrorism and Security Act
· The Counter-Terrorism Act
· The Counter-Terrorism and Border Security Act
It is not important that you know the differences between them or the exact details of their contents. Instead, in this session we will cover some of the broad topics that these pieces of legislation cover, so that you are aware of how government legislation helps to protect us from the risks of terrorism and terrorist acts.
3 of 19 – Terrorist offences
The various pieces of legislation contain definitions for all the different types of terrorist acts. This is important, because terrorists and supporters of terrorism can only be criminally charged with offences if the things they are doing are illegal. The information in this Act makes it clear what can be defined as a terrorist offence according to the law.
Examples of terrorist offences include:
· Being a member of a recognised terrorist group
· Sharing images of terrorism-related objects or symbols in such a way to promote a terrorist act or group
· Obtaining or viewing material to assist in the preparation of committing an act of terrorism
· Visiting ‘designated areas’ which are known hotspots of terrorist activity
· Encouraging people to commit terrorist acts
· Sharing or distributing publications or materials that encourage terrorist activity
· Raising money that is to be used to commit terrorist acts
4 of 19 – Punishment of terrorist offenders
As well as setting out what acts and activities terrorists can be charged with undertaking, the legislation also sets out a range of punishments for terrorist offenders. Over time these sanctions are updated, such as changing a maximum jail term or amending which offences can be associated with which punishments. 
Punishments can be handed out for:
· Helping someone to commit an offence
· Planning to commit an offence
· Attempting to commit an offence
· Inciting someone else to commit an offence
5 of 19 – Management of terrorist offenders
The law also sets out requirements for how terrorist offenders are managed, both when they are being detained in prison and when they are not. 
A priority of management is about preventing offenders from reoffending. In the case of some terrorist offenders, this could include enrolling people into the Channel programme to de-radicalise them. It could also include actions such as ongoing monitoring of offenders not currently detained.  
In some prison settings, terrorist offenders may be managed by separating them from other prisoners to limit the risks of them radicalising other prisoners or attempting to instigate further terrorist activities during their detainment. 
Appropriate management will always vary depending on the individuals in question and the offences that they have committed. There is no one way that will suit everyone, and it is an important part of the process of upholding the law and protecting UK citizens to ensure that each offender is dealt with in the most effective way for their circumstances. 
6 of 19 – Temporary restrictions on travel
The law gives the government and the police powers regarding the movement of people suspected of being involved with terrorism, preventing people suspected of planning or committing terrorist acts from travelling into or out of the UK.
Authorities can do this by:
· Seizing travel documents such as passports, tickets and visas
· Temporarily excluding people from coming into the UK
This is done for two main reasons:
· To prevent people from travelling to other areas of the world where they may be trained in terrorist activity or further radicalised
· To prevent people who have been resident in areas of the world where terrorism is prevalent from coming to the UK, particularly if they are believed to be of high risk of committing terrorist acts when they arrive here

7 of 19 – Terrorist prevention and investigation measures
Police have a range of legal powers to investigate potential terrorist risks in order to prevent attacks from happening. These are known as terrorist prevention and investigation measures, or TPIM for short.
These include powers to:
· Find out where suspects live
· Find out where they are travelling to or from
· Search suspects or their homes for weapons, explosives or other materials relating to terrorist acts
· Ensure suspects attend appointments, such as reporting to a police station
In order to enact these powers, police must have reasonable belief that an individual is involved with or supports terrorist activity. 
8 of 19 – Communications data retention
Police and intelligence services are permitted by law to search for and keep a record of any communications data that they think may be related to terrorism. This includes data of internet searches, pages visited and social media posts. They can link this information to specific addresses and devices in order to identify individual people.
This surveillance includes a lot of raw data which is then narrowed down into useful information by intelligence professionals and artificial intelligence algorithms. The refined data can be used to build profiles of suspected terrorists and groups, such as identifying potential targets and the methods they may use to carry out attacks. 
9 of 19 – Biometric data
In addition to communications data, legislation also allows for police and security services to collect and maintain databases of biometric data related to individuals who have committed or are suspected of committing terrorist offences.
This information includes:
· Fingerprints
· DNA 
· Facial recognition patterns
· Iris patterns
This information allows individuals to be noticed at security checkpoints such as border control even if they have possession of forged paperwork claiming them to be someone else. They can then be detained and prevented from entering or leaving the country as required. 


10 of 19 – Aviation, shipping and rail
The government has legal powers to know who is entering and leaving the country by air, sea or rail. Companies who fly planes, operate ferries or run trains to other countries have a legal duty to collect information about everyone on board, known as a passenger manifest. They then provide this information to the UK’s border security, who match the lists of people coming into the country to those they see at passport control. 
When people are leaving the country, this information is often shared with foreign border control, so that they can monitor people entering their countries too. 
Operators who do not keep accurate records and supply them as required to the authorities are subject to penalties such as fines and criminal prosecutions. 
Shipments of goods coming into and going out of the country are monitored also, and operators of shipping companies are required to keep and share records like those required for companies who operate travel for people.
11 of 19 – Protections for vulnerable people
Counter-terrorism legislation is also where provisions are found for protecting vulnerable people who are at risk of being drawn into terrorism. Preventing people from being radicalised and developing extremist ideologies and beliefs is a very important part of the UK’s counter-terrorism strategy, and so the law allows for police and intelligence agencies to use methods such as surveillance, stop and search and other investigative means to assess individuals who have shown signs of being influenced by terrorist groups. 
These individuals can then be offered support through methods such as the Channel programme to prevent them from supporting or undertaking terrorist acts. 
Key indicators that security services look for in vulnerable people include:
· Loss of interest in friends and family not in support of these extremist ideas
· Possession of material or symbols related to the extremist group
· Attempts to recruit others to extremist ideas
· Communication with others that suggest belonging to an extremist group or idea







12 of 19 – The ethics of counter-terrorism
In the UK, the law protects our human rights. This includes things like the right to life, right to live freely without being detained and the right to enjoy our private lives. However, many of the powers given to the police and security services to combat terrorism could potentially be considered breaches of these human rights. 
Consider the following situations. All are legal according to counter-terrorism legislation. But do you think that they are ethical? By this, we mean do they breach the human rights of the people involved? 
There are no right or wrong answers here, just your opinion. 
· Foreigners can be kept in a cell for as long as necessary if they are suspected of being involved in terrorism. This could be a breach of their human right to live freely without being detained unless they are convicted of a criminal offence. However, if they are not detained and go on to commit a terrorist act where people are killed, they will have denied others of their right to life. Is it acceptable to prevent someone from having their freedom if doing so saves the lives of other people? Is there a limit to how long it is acceptable to keep someone detained in a cell for other people’s protection, without charging them with an offence? Should a certain amount of evidence or certainty be required before this is acceptable?
· People suspected of being involved in terrorism can be kept at home with an armed guard for up to 16 hours without being charged of an offence. This could be a breach of their human right to live freely without being detained unless they are convicted of a criminal offence. It may also be affecting the rights of other people who live at the same address. However, if they are not detained and go on to commit a terrorist act where people are killed, they will have denied others of their right to life. Is it acceptable to prevent someone from having their freedom if doing so saves the lives of other people? If they are still allowed to communicate with others outside of their house, the house arrest may not prevent them from organising terrorist activity, so is house arrest enough of a prevention or should they be taken into police custody?
· Police are permitted to stop and search all members of the public, even if they are not suspected of being terrorists. This could be a breach of their human right to enjoy a private life. Should someone who is not a criminal be stopped and searched if they have done nothing wrong? What if doing so makes them feel threatened or embarrassed? People may feel they are being harassed or targeted because of how they look or the people they know. However, if searching everyone who enters a town centre means that the police find one person with an explosive device who would have destroyed property and taken lives, is it acceptable to put everyone else through the search to avoid the disaster? 





13 of 19 – The Investigatory Powers Act 2016
An important part of living in a democracy is the ability to question laws that you disagree with. This does not mean that you can choose not to follow the law, but it does mean that you can raise your concerns with your MP. 
An interesting example of this happening is the introduction of the Investigatory Powers Act 2016, known more commonly as the Snooper’s Charter. This law allows the government to collect data about individuals and their communication activities such as website browsing and email traffic, under certain circumstances. When it was announced many people were unhappy with the way it was worded, particularly saying that it didn’t do enough to protect people’s right to privacy.
A legal case concerning the act was brought by MPs to court in the UK, who ruled that the government would have to make changes to the law to be more specific about who could access this information, how and why. 
Some people still believe the amended Act to be in breach of people’s right to privacy, and legal challenges and discussion around it continue. 
Do you think it is acceptable to monitor people’s communications if it helps to prevent serious crime from taking place? Does it make a difference who the people are, or how serious the harm is that may come from their actions?
14 of 19 – Updating counter-terrorism laws
Parliament often discuss the ethics of their laws to decide if they are fair or not. If they decide they are not, they can issue amendments to the legislation to reflect their decision.
Terrorist groups are constantly changing, evolving and adapting to the current counter-terrorism response, which is why the legislation surrounding counter-terrorism is frequently updated to reflect new threats that have been discovered or new ways of working that terrorist groups have been identified as using. 
Sometimes updates are made in response to global events. For example, large changes to anti-terrorism laws were made following the 9/11 attacks in America in 2001. Updates to UK legislation were made following the attacks in London and Manchester in 2017. 
Counter-terrorism legislation is an ever-changing area of law, however at its core always remains the need to protect the people of the UK from terrorist threats. 






15 of 19 – Question 1
Which of the following can lead to prosecution and punishment?
Choose all that apply.
· Helping someone to commit a terrorist act
· Planning to commit a terrorist act
· Writing a journalistic article about terrorist acts
· Attempting to commit a terrorist offence
· Inciting someone else to commit a terrorist offence
· Researching past terrorist acts on the internet
Answers:
· Helping someone to commit an offence
· Planning to commit an offence
· Attempting to commit an offence
· Inciting someone else to commit an offence
16 of 19 – Question 2
Police and security forces can keep records of biometric data of terrorists and suspected terrorists. Which of the following are examples of biometric data? 
Choose all that apply.
· Fingerprints
· DNA 
· Internet history
· Facial recognition patterns
· Emails sent between people
Answers:
· Fingerprints
· DNA 
· Facial recognition patterns







17 of 19 – Question 3
Indicate if the following statement is true or false.
Companies who operate passenger flights, ferries or trains into and out of the UK are required to keep passenger information of all travelers and provide it to border security teams. 
Answer:
True
18 of 19 – Question 4
The Investigatory Powers Act 2016 is known more commonly as what?
a) The Surveillance Act
b) The Snoopy Charter
c) The Snooper’s Charter
d) The Spying Act
Answer:
The Investigatory Powers Act 2016 is known more commonly as the Snooper’s Charter.
19 of 19 – End
Well done. You have completed this session on counter-terrorism legislation.
[bookmark: _GoBack]You should now:
· Be aware of the topics covered by counter-terrorism legislation
· Know what powers the government have to prevent terrorism
· Understand some of the ethical considerations of counter-terrorism legislation
If you have any questions about anything covered in this session, speak to your tutor for more help.




