
E-Safety – Social Media
1 of 18 – Welcome
Welcome to this session on social media.
By the end of this session, you will be able to:
· Identify the different types of social media
· Explain a variety of ways social media is used
· Explain the good and bad aspects of social media
· Understand how your data is used by social media companies
· Know how to report online content
2 of 18 – What is social media?
Social media is the broad term given to websites and applications which enable users to create, share and interact in online networking. As of January 2021, an estimated 4.2 billion people worldwide are active social media users – over half of the entire population of Earth. 
Social media has a wide variety of forms and uses. Platforms like Facebook are set up so users can decide how they want to interact with it. Many might use it for chatting with friends or to follow artists they like. Others might use the platform as their primary news source. This could mean getting their news from a respected news outlet, or from unverified sources with a bias or agenda. 
Social media can be a powerful way to connect with other people, and it is important to consider how and why you use it. 3 of 18 – Social development
4 of 18 – Types of social media
Social media encompasses a wide range of different platforms. These platforms can be grouped into many different types. Some of the most popular types and uses of social media networks include:
Social media networks:
This is probably what you first think of when someone says social media. Platforms like Facebook and Twitter which allow users to connect with others, share thoughts and post videos and photos. 
Media sharing networks:
TikTok, Youtube and Instagram would be examples of media sharing networks. On these platforms, the media shared is more prominent than the connection to other users.
Discussion forums:
This type of social media focuses on finding, sharing and discussing different kinds of media and information. Reddit is probably the biggest example of this form of social media.
Blogging and publishing networks:
Medium, WordPress and Tumblr are the most popular of this type of network. This social media focuses on publishing content and promoting discussion on blogs and articles.
Consumer reviews:
Sites like TripAdvisor and Yelp rely on users to share their experiences for the benefit of the wider community. There is usually some level of interaction between users, although this is not the main use of this type of social media.
Interest-based Networks:
Interest-based networks are more niche social networks usually designed with a target audience in mind. For example, Goodreads is used as a way to track what books you have read, as well as to follow other readers to get their recommendations. 
5 of 18 – Advantages and disadvantages
There are many different advantages and disadvantages surrounding the use of social media platforms, some of which we will look at in more detail later in this session.
Advantages:
· Connect to friends and family from around the world
· Access to free online education
· Freedom to share thoughts and ideas
· Speed of news and information
· Increased social awareness
· Can connect to likeminded individuals
· Convenient – can do most things from home
Disadvantages:
· You have no right to be on a platform
· Platforms come and go
· Security issues
· Privacy issues
· Frauds and scams are more prevalent
· Cyber bullying 
· Negative impact on health
6 of 18 – How much do you share
Deciding what you want to share online is important and can have lasting ramifications on your personal and professional life. You may think that if you delete your old Twitter account it will delete everything you’ve ever shared, but this is not the case. While your personal information is removed, all associated information is not. Even if you went through your Twitter history and manually deleted every tweet you had ever made, it is likely that some of them would end up saved somewhere.
There are websites such as the Internet Archive which try to archive as much of the information online as possible. As of writing, they have over 600 billion web pages archived – this will include images, comments, posts, and anything else that was on the web page when it was archived. 
Additionally, anyone can screenshot, save and upload any content you share online. This can lead to pictures or discussions which were initially private being shared online when you would rather keep them private. This can be done to directly harass you, or by someone unknowingly reposting content on image sharing websites. 
7 of 18 – Advertising and data policy
Privacy is an important part of the modern world. Apps, websites, or accounts you use can and will sell your data to anyone who wants to buy it. Every social media app or website stores every single interaction you have made on the website since you first created an account, and they trade this information with thousands of other websites which you have visited.
This information is then fed into an algorithm to try and promote products and content which you will respond to. What gets engagement is then fed back into the algorithm and shared with the thousands of other websites you use. In theory this information is only used to help marketing purposes, however, it can be abused to show extremist ideologies and spread misinformation. 
It is important to consider how much personal data these companies store, and what could happen if hackers got their hands on these details, either by gaining access to your accounts, or by hacking into a company's database.
Some social media platforms let you access all the data they have on you. Click on the links below to request access to your data from Facebook and Google – it might surprise you to learn how much information they have. 
Facebook
Google
8 of 18 – The extremist pipeline
Because of how prevalent social media is around the world, extremist groups have started using these platforms to spread their ideology in efforts to recruit people to their cause. This applies to all kinds of extremist groups, but for our examples we will be looking at the steps a right-wing extremist group would take to influence someone.
Step 1: Initial connection
To start with these groups might run popular Twitter or Facebook pages and use their large platform to share things which most of society will generally agree with. These groups might share a photo of an old army veteran, with a caption suggesting we should respect our troops. You might ‘like’ the content and move on, but the software algorithm tracking your information remembers that and shares this information with all of the other websites and platforms you use. 
Step 2: Letting the algorithm work
A common thread in many stories shared by ex-far-right extremists is YouTube and its recommendation algorithm. The algorithm determines which videos appear on users’ home pages and in the sidebar next to a video that is playing. A similar technique is used on all social media platforms. In the case of YouTube, the algorithm is responsible for more than 70 percent of all time spent on the site, and by using your initial ‘like’ (and many other factors) as a point of reference, the site will start presenting you with more videos from that creator, and creators similar to them. Remember, the algorithm does not care what the content is, only that you spend more of your time on the platform.
Step 3: Clickbait and false narratives
Similarly to step 2, this step relies on getting you to click on more extreme pieces of content. It is important to realise that the majority of this content is cleverly disguised to look initially non-political, sometimes posturing itself as ‘common sense’ or ‘self-help’. The way this content is presented will depend on who the target audience is, and what group is pushing their political beliefs. People being driven down the pipeline tend to be looking for someone to help them, understand them, or to feel a sense of belonging, and extremist groups use that vulnerability to try and manipulate people.
Step 4: Reinforcing developing beliefs
Once someone has had a lot of exposure to the extreme content, they might seem unsure on how to react to it. If they start to interact with the communities these extremist groups form, they may be welcomed in and accepted as a friend or respected peer. This reinforces their beliefs and gives them a sense of community and belonging. Due to peer pressure, they may find it difficult to speak out against views they don’t yet agree with, or think are too extreme.
Step 5: Extremist narrative
Finally, the algorithm and well established members of a radical community will start sharing and promoting explicitly extremist media. For example, videos or articles may be shared with the user containing hate-speech or xenophobia. These radicals will often encourage new users to ‘take the red pill’. ‘Red pilling’ is the term given once someone has started to reject mainstream media and accepts the extremists media views as their own. An ironic reference to The Matrix, where the red pill was given to the main character to open their eyes to reality. In actuality, these views are often anti-science, and extremists tend to engage in conspiratorial thinking, and develop a distrust of any media outside of their own bubble. This reinforces their extreme beliefs and makes it more difficult to de-radicalise someone, as they can believe any scientific paper, argument, or fact, can all be dismissed as false information to hide the truth. 
9 of 18 – Curating your social media
When using social media, you should be aware that every platform has different guidelines on what content they allow, and you should adjust your behaviour on these platforms accordingly. It is also important you try to curate your social media so that it works best for you and doesn’t cause any stress or anxiety. 
For example, if you are passionate about social issues and find dealing with hateful groups difficult, you may find it beneficial to start limiting your interactions with those groups. Blocking or unfollowing the groups you have previously engaged with will limit the amount of their content you are exposed to. Social media is supposed to work for you, so changing your feeds to show more positive content can be beneficial for your mental health. 
Unfortunately, there can be a lot of disturbing or offensive content found on social media. If you are exposed to something you think is inappropriate, you should report the post, as well as the account which made the post. You can also block the user to stop seeing anything they post in the future.
Take breaks or try to limit daily social media usage if you are finding it challenging. Additionally, speak to friends, family members, teachers or colleagues if you are struggling to cope. 
10 of 18 – The performance of social media
Try not to let the way others present themselves online influence you. On social media it can look like everyone around you is living a perfect life, but remember they are only showing a small percentage of their real life. People like to share the positives of their lives and milestones they achieve rather than the mundanity of everyday life.
Additionally, people can manipulate images and videos of themselves to edit their appearance, or the appearance of the setting they are in. For example, after taking a photo, someone might add a blue tinted filter to the image to make it look more visually appealing. 
The other side of editing would be using tools to edit a person's body. This can be used in different ways, from filters which aim to remove acne or smooth any wrinkles, to people actively reshaping their body to make it look more like how they wish to be perceived. 
11 of 18 – Illegal content on social media
Anyone is able post on social media so inadvertently stumbling onto illegal content is possible. Broadly speaking, illegal content refers to the following:
· Footage of real death or violence 
· Criminal activity including inciting or instructing crime 
· Content that advocates terrorist acts
· Images or videos of child sexual abuse
If you find any of this kind of content, it can be distressing. Make sure you block and report the user and the post, but do not interact with it beyond that for your own safety. Report the content to your local police force who will each have specific guidance online about how to do so. Additionally, you can anonymously report child sexual abuse images or videos by contacting the Internet Watch Foundation, a charity which works to remove child sexual abuse imagery from around the globe. Click on the link below to visit their website.
12 of 18 – Question 1
Take a look at the list below, and decide which are advantages or disadvantages of social media

· Increased social awareness
· Security issues
· Cyber bullying 
· Access to free online education
· Freedom to share thoughts and ideas
· Speed of news and information
· Privacy issues
· Frauds and scams are more prevalent

The correct answers are:
Advantages:
Access to free online education
Freedom to share thoughts and ideas
Speed of news and information
Increased social awareness

Disadvantages:
Security issues
Privacy issues
Frauds and scams are more prevalent
Cyber bullying 

13 of 18 – Question 2
Which of the following type of social media would TikTok be classed as?
· Social media networks
· Media sharing networks
· Blogging and publishing networks
· Consumer reviews
· Interest-based Networks
The correct answer is media sharing networks
14 of 18 – Question 3
What is the Internet Archive?
· An online library
· A file sharing system
· Cloud-based storage
· A repository of archived online media

The correct answer is a repository of archived online media.
15 of 18 – Question 4
Put the following steps in order to show how extremists can manipulate social media to benefit their cause.
· Reinforcing developing beliefs	
· Extremist narrative 
· Initial connection
· Clickbait and false narratives       
· Letting the algorithm work 
The correct order is:
1. Initial connection
2. Letting the algorithm work 
3. Clickbait and false narratives       
4. Extremist narrative 
5. Reinforcing developing beliefs			
16 of 18 – Question 5
Why can it be important to take breaks from social media? 
Select all that apply.

To prevent hackers stealing your data
To cultivate good mental health
To go outside
To get some fresh air
To stop comparing yourself to others
To stop data companies using your information

The correct answers are: to cultivate good mental health and to stop comparing yourself to others
17 of 18 – End
Welcome to this session on social media.
You should now be able to:
· Identify the different types of social media
· Explain a variety of ways social media is used
· Explain the good and bad aspects of social media
· Understand how your data is used by social media companies
· [bookmark: _GoBack]Understand how to report online content


