
E-Safety – Mobile Phones
1 of 16 – Welcome
Welcome to this session on mobile phones.
By the end of this session, you will be able to:
· Identify the risks presented while using your mobile phone
· Understand how to protect yourself against these risks
You may find some of the content in this session distressing or upsetting. 
We recommend ensuring that you have access to wellbeing support for yourself before proceeding through the session, in case you need it. 
If you need to stop and return to this session you can do so at any time.
2 of 16 – Mobile technology
As of July 2021, it is estimated that there are around 5.27 billion mobile phone users in the world. Mobile technology has made our lives easier, but because of the huge numbers of people using it there are many concerns about security issues, as well as those of privacy and personal safety.
As the cost of devices continues to rise, so does the risk of aggravated robbery, as well as the likelihood that organised crime groups will start to target companies transporting or stocking new and expensive technology.
In addition to these physical risks, other safety concerns on how heavy mobile phone usage can affect our mental health, and how it exposes us to other types of potentially harmful behaviour. In this session we will look at the different ways our mobile phone usage can affect us, and how to protect ourselves against any negative effects. 
4 of 16 – Cyberbullying
Cyberbullying is the term given to the method of using technology to harass, bully, or generally abuse someone online. Like bullying, cyberbullying is a broad term for a wide range of types of abuse and affects around 60% of teenagers around the world. As our mobile device usage increases, so does the expectation for us to be “always on” and socially connected. This increases the likelihood that people will bully others or become a victim to cyberbullying. 
It is estimated that around 40% of American adults have experienced some sort of online harassment, with Instagram being considered the social media platform where cyberbullying is most likely to occur. 
Some of the most common ways in which people are cyberbullied:
· Gaining access to someone's social media accounts and to embarrass them or harass their friends and family
· Sending a person cruel, degrading or threatening text messages
· Making a fake (or dummy, throwaway, alt) account on a social media site, with the intent to harass someone
· Exclusion from online groups or message conversations
· Blackmailing someone who the bully has compromising images of
· Spreading rumours about someone online
· Abusing other players in online games
5 of 16 – The law and cyberbullying
Cyberbullying in itself is not a crime specifically covered in UK law, though there are bills being written to address this concern as of October 2021. However, if someone cyberbullies another person, they may be charged with committing a criminal offence in other ways.
The Protection from Harassment Act 1997 states that it is a criminal offence for one person to harass another in a way that the perpetrator knows is not acceptable. This means that someone who frequently messages another person with the intention to cause distress could receive an unlimited fine, be imprisoned for up to six months, or receive both punishments.
Additionally, the Obscene Publications Act 1959, and the Communications Act 2003 can both be used to target a perpetrator who has sent communications that are offensive, obscene or menacing. These Acts both come with up to six months in prison, a fine of up to £5,000, or both. 
6 of 16 – Sexting
Sexting is the act of sending sexual text messages to others. It often involves sending nude or explicit photos of yourself or others. This can take place on platforms such as Facebook, WhatsApp, Snapchat, and many more.
This type of messaging can be dangerous, as once you have sent an explicit text or image you do not know that the person receiving it will keep it to themselves. Young people are especially at risk of being blackmailed by their partners or former partners, with threats of releasing these images to mutual friends, or even family members. 
This can lead to criminal consequences, as the Criminal Justice and Courts Act 2015 outlines that you cannot share private images or films without the consent of the individuals depicted, or with the intent to cause distress. 
If you are under 18 and are in a relationship with someone and decide to send them a sexual picture, this can have major repercussions for both you and the receiver. Even though this could be consensual for both parties, it is still classed as possession and distribution of child pornography and can lead to criminal proceedings. 
7 of 16 – Online grooming
Online grooming is the term given when an individual uses the internet to try and force a target into doing something sexual. It can occur in different ways, but often the groomer relies on manipulation to try and pressure someone into doing something they do not want to do or be a part of. It can be useful to think of the predator as someone who would hold a disproportionate amount of power over another in a relationship. 
Online grooming usually starts with a predator forming a friendship with a target, often someone who seems vulnerable. This relationship will develop until the predator can manipulate the victim into situations where they can physically abuse them. 
The risk of online grooming happening increases alongside our increased use of mobile phones. This is because technology is evolving and chatting to someone online ten years ago may have involved the use of one family device, whereas now it is common for all members of a family to have their own private Internet-connected devices. It is important that minors and parents have an open line of communication regarding online safety, and if someone makes you feel uncomfortable you should talk to a friend, family member, teacher or guardian.
8 of 16 – Scams and identity theft
 A scam can appear in many different forms, but they are all ultimately designed to part you from your money. You may get a message via email, text or any social media messaging service, all with the intention of tricking you into giving over your details or giving the scammers money directly. Almost half of all victims of these scams are those aged 18 to 34, so it is important to remember to stay vigilant as it is not something that only happens to older generations.
By being on social media it can be easy for people to find out a surprising amount of information about you. Over several different platforms you may have inadvertently given out personal information such as your date of birth, where you live (or have lived), your full name, and other clues which can help hackers try to gain access to your online accounts. 
This trail is sometimes called an online footprint and is not only used as a resource for scammers to contact you but can also be used by people to steal your identity. This can have massive consequences as someone could be getting into debt, committing fraud, or getting their driver's license suspended, all while claiming to be you. This means it is hard for police to catch the real perpetrator of the crime, and you may face criminal charges for things you didn’t do. 
9 of 16 – Mobile gaming, addiction and gambling
Video games are the most profitable media industry in the world by a significant portion, worth around $174 billion in 2021. Mobile devices are actually responsible for about 52% of the total revenue, meaning they bring in more than the entirety of the PC and console video game market combined.
Concerns have been raised around the way these games are monetised. Many of these games use “gacha” mechanics, which are luck-based and rely on players spending real world money for the chance to receive a random virtual item. This type of game is very similar to gambling and often does not present the consumer with the odds of them receiving the item they want. Because players are often only after a specific item, it can cause them to spend more money to get the item than if it was simply available to purchase by itself. 
The games are often developed and marketed towards children as young as 3 years old, with emotionally manipulative practices to make the child feel guilty or sad by not making an in-app purchase. For example, in the game “Doctor Kids”, if a child cancels the pop-up to buy something, the in-game character will shake its head, look sad, and begin to cry. 
As well as presenting gambling mechanics in a fun and accessible way, there are calls from within the UK and European Parliaments to consider systems which use these "gacha" mechanics as a consumer protection issue. This is because the habits formed by these mechanics can actually cause an addictive loop which can negatively affect the consumer. 
10 of 16 – Protecting yourself
To protect your mobile device, you should secure it with a password that is unique and not something obvious like your date of birth, or 1234. Turning off fingerprint or facial recognition for purchases and requiring your password will add another layer of protection if you were to lose your device. 
The approach taken to protect ourselves against the things we have discussed in this session will vary depending on what it is you are trying to defend yourself from. 
Cyberbullying: Check your social media privacy settings, and limit the people who can interact with you to people you know. You can also block and report content you don’t want to see. If people bullying you are people you know in real life, take screenshots of these interactions and consider speaking with a friend, family member, or someone in your school, college or workplace. 
Sexting: Don’t share pictures or sexual text messages with anyone – even a consenting partner. If you are thinking of sending a suggestive image, consider the impact it could have on your life if it ended up being seen by your friends or family. 
Online grooming: Don’t reveal personal information about yourself online that you wouldn’t mind anyone knowing. Check your social media accounts, and consider removing any instances of your full name or address, and limiting access to your posts to people you know. 
Online scams: Make sure you don’t use the same passwords on multiple websites as this increases the risk of your accounts being compromised. Update your social media privacy settings to restrict who can see what you post. 
Mobile gaming addiction and gambling: If you can, consider uninstalling the app - the earlier you catch this addictive behaviour, the easier it is to stop. On both Android and iOS devices you can turn on the option to block in-app purchases if you think they are becoming an issue for you. There are also apps you can download which you can set to restrict the amount of time you spend on certain apps.
11 of 16 – Question 1
Which of the following are types of cyberbullying?
Select all that apply.
· Exclusion from online groups or message conversations
· Creating a website about yourself
· Blackmailing someone who the bully has compromising images of
· Spreading rumours about someone online
· Talking negatively about a video game 
· Abusing other players in online games
The correct answers are:
· Exclusion from online groups or message conversations
· Blackmailing someone who the bully has compromising images of
· Spreading rumours about someone online
· Abusing other players in online games
12 of 16 – Question 2
Why is sending explicit photos of yourself dangerous?

Select all that apply.

· You don’t know if the receiver will keep the image private
· You might not like the way you look in the picture
· You are at risk of the receiver blackmailing you
· Those images are illegal
· If you are under 18 it is illegal to send these images
· You can be charged with indecent exposure

The correct answers are:

· You don’t know if the receiver will keep the image private
· You are at risk of the receiver blackmailing you
· If you are under 18 it is illegal to send these images

13 of 16 – Question 3
Take a look at the words below, use them to complete the paragraph. 
· manipulation 
· Internet 
· force 
· sexual 
· Online
? grooming is the term given when an individual uses the ? to try and ? a target into doing something ?. It can occur in different ways, but often the groomer relies on ? to try and pressure someone into doing something they don’t want to do.
The correct answers are:
Online grooming is the term given when an individual uses the Internet to try and force a target into doing something sexual. It can occur in different ways, but often the groomer relies on manipulation to try and pressure someone into doing something they don’t want to do.
14 of 16 – Question 4
Which of the following age groups are the most at-risk group to be scammed?
18 to 34
21 to 30
40 to 55
65+
The correct answer is: 18-34
15 of 16 – Question 5
How can you protect yourself against online dangers?
· Change your password regularly
· Use different passwords for every website
· Click on links from your bank 
· Check your privacy settings on social media platforms
· Don’t click on any links you receive
· Log in to public Wi-Fi hotspots to check your bank balance
The correct answers are:
· Change your password regularly
· Use different passwords for every website
· Check your privacy settings on social media platforms
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Well done, you have completed this session on mobile phones.
You should now be able to:
· Identify the risks presented while using your mobile phone
· Understand how to protect yourself against these risks


