
E-Safety – Cryptocurrency, blockchain technology and NFT’s
1 of 16 – Introduction
Welcome to this session on cryptocurrency, blockchain technology and NFT’s.
By the end of this session, you will:
· Understand what a cryptocurrency is
· Understand what blockchain technology is
· Understand what NFT’s are
· Understand concerns surrounding cryptocurrency and NFT’s
2 of 16 – What is cryptocurrency?
Digital currency, or digital money, refers to a method of payment that exists only in digital form and has no physical counterpart. Cryptocurrency is a form of virtual money that is secured by using a technique called cryptography. 
Cryptography is the creation of encryption codes to allow a secure encryption between individuals, meaning that data sent between you and another individual is private. So, if you were to make a purchase using a form of cryptocurrency, the authenticity of the currency you are sending is checked to make sure it is authentic, and that currency is then sent to the seller who then also knows that payment is legitimate, without having to use a third party, such as a bank or PayPal. 
Cryptocurrency is an exclusively digital asset that can be used to pay for things, however it is not based on any actual asset, or backed by government regulation. This means that cryptocurrency is only worth what a buyer will pay for it. This causes cryptocurrencies to be unpredictable as their worth can change dramatically over a short period of time. 
3 of 16 – Why is cryptocurrency popular?
Cryptocurrency has become increasingly more popular and diverse since the creation of Bitcoin in 2009. Here are some of the reasons for this:
Ease of transfer:
Cryptocurrency is easy to exchange – you do not need a third party to act as a middleman. 
Security:
Because of the way cryptocurrencies are developed, they are incredibly private and secure.
Investment:
Because of the enormous growths experienced by some cryptocurrencies, many people see them as a great investment opportunity, similar to the stock market. 
Low charges:
Many banks now charge maintenance fees for managing your account, and other financial institutions will levy charges on things like foreign transactions. While these may be relatively low for an individual, a company may make dramatic savings when switching to cryptocurrency for these kinds of transactions.
4 of 16 – Blockchain technology – what is a block?
As the Internet began to grow and replace aspects of our physical world, such as letters becoming emails, so did the interest in cryptocurrency and online monetary solutions. As far back as the mid 90s people were testing ideas to make digital currency. However, it was not until 2008, when Bitcoin’s white paper was released, that the concept was explained in a way that solved some problems people had with digital currency.
This white paper laid out the idea of something called blockchain. Blockchain is the principle technology behind all cryptocurrencies and is a part of what makes them so secure. Each chain is made up of blocks, which is just the name given to these types of data files. In the case of Bitcoin and most cryptocurrencies, this block is made up of the three parts:
· The data (for cryptocurrencies this is a transaction ledger)
· The block’s own unique identification number (known as a “hash”)
· The “hash” of the previous block
When a transaction is made, a new block is created and added to the chain. The “chain” part in blockchain refers to the link made between a new block and an old block by including the old block’s hash information in the new one.
5 of 16 – Blockchain technology – security in the blockchain
Blockchain uses something called proof of work to verify the data within a block. For Bitcoin, it takes around 10 minutes to verify this data, and to create a new block. So, if you have a chain of blocks like the one in the diagram, and you want to change the information of block 2, you can’t unless you also update block 3, and any block added to the chain after that. This would be very time consuming for someone to hack, and almost impossible on a blockchain for something like Bitcoin, which has around 300,000 blocks at the time of writing. 
Additionally, most cryptocurrencies are decentralised. This means instead of one server being in charge of keeping track of the blockchain, anyone who joins the cryptocurrency network receives a copy of the blockchain. When a new block is added, it is sent to everyone on the network and its authenticity is compared to all of the other blocks on the chain.
So, someone who wanted to alter the Bitcoin blockchain would have to do the following:
1. Hack the block they want to modify to edit the financial data it contains
2. Hack every block in the chain after that, giving each block time to complete its “proof of work” process 
3. Repeat that process for at least 51% of the entire blockchain network
As blockchain platforms get stronger the more people use them, the possibility of hacking this type of decentralized network decreased dramatically. With current technology, this is essentially impossible unless you are attacking fringe blockchains with very small networks.
6 of 16 – Bitcoin
Bitcoin was created by someone, or a group of people, who go by the pseudonym Satoshi Nakamoto. Almost nothing is known about this creator, but they are suspected to be a collection of computer programmers from around the world, and likely are from, or have members from, British Commonwealth countries. There are a finite limit of 21 million bitcoins which have to be “mined”, which is the term given to the block validation process discussed on the previous slides. 
In the last few years Bitcoin’s popularity has exploded, and its value has continued to skyrocket. If you had invested just £1 of Bitcoin in 2010, you could have sold that investment in 2021 for over £4.8 million pounds.
Bitcoin has led the cryptocurrency boom and has inspired thousands of others of cryptocurrencies to begin production. The popularity of Bitcoin has helped break cryptocurrency from a fringe technology into the real world. It can be bought and traded on digital currency exchanges and is becoming increasingly accepted by real-world companies; you can now even purchase coffee from Starbucks using Bitcoin.
7 of 16 – Cryptocurrency wallet
A cryptocurrency wallet is a device which stores your cryptocurrency, and without a wallet you cannot mine for currencies like Bitcoin, nor can you make purchases using a cryptocurrency. These wallets have two keys attached to them; a public key, and a private key. 
The public key acts like an address which you can share with others so they can send cryptocurrency to you. The private key is similar to your online banking password. This second key lets you view your balance and make transactions. 
There are two main types of wallet.
Hardware wallet:
A hardware wallet is a method of ‘cold storage’. This means it is a real, physical device which needs to be connected to a online device before you can access your cryptocurrency. Hardware wallets are in some ways the most secure type of wallet, providing an extra layer of security between the money in your wallet, and anything that might be affecting cryptocurrency exchanges. The major downside to these wallets is that they are physical, and not only do they require time to set up, they can also be easily lost – along with your cryptocurrency.
Software wallet:
A software wallet is a computer program on your local computer hard drive. This type of wallet is sometimes referred to as ‘hot storage’ due to their ability to quickly connect to cryptocurrency exchanges using your internet connection. This type of wallet is seen as the less-secure alternative to the hardware wallet as your cryptocurrency is only kept on your local PC. This makes this type of wallet a target for any scammers who may want your cryptocurrency instanly instead of having to hack the entire blockchain network to get access to funds, they can now simply hack the end user.
8 of 16 – What is an NFT?
The term NFT stands for Non-Fungible Token, which is a unique type of digital token. An NFT is a way of proving you own something, and essentially acts as a proof of ownership token for digital goods. If in the physical world we wanted to sell a house, we would have to make a contract with the new owners which transfers ownership from us, to them. An NFT essentially does the same thing using something called a smart contract, which works in the same way, except instead of a house, the asset is usually digital – like a song, an image, or a video.
An NFT can be a one-of-a-kind item, or one of a specified amount, and the blockchain is in charge of keeping track of who has ownership of the file. In March of 2021, the artist Beeple sold an NFT for $69 million through Christie’s auction house. Before this, the highest the artist had ever sold an art piece for was $100. Other prominent NFT sales include memes like the “Nyan Cat” gif, which sold for over $590,000, and the World Wide Web source code, which sold for over $5 million.
This may sound strange, as all a buyer is getting is essentially bragging rights to them owning a specific digital asset, however, it is not really different to owning a piece of art in the real world. The value comes from the people who want to buy it, and their perception of it’s worth. 
9 of 16 – Concerns surrounding digital assets
As with any new and emerging technology, there are many concerns around cryptocurrency and NFT’s.
Cryptocurrency risks:
Cryptocurrencies are seen by many as a risky investment. This is because their worth can fluctuate significantly. This means if you were to invest in a bad cryptocurrency, or invest on a day when a cryptocurrencies value was particularly high, the following day you could lose a substantial amount of value and end up with less value than when you initially invested. For this reason, cryptocurrency is often compared to the stock market in terms of risk and reward. 
Environmental impacts:
Because cryptocurrency and NFT’s are such a new development there haven’t been many studies into the environmental impact that they have. However, it is estimated that Bitcoin mining alone produces around the same amount of carbon emissions as the entire country of Argentina. The environmental impact of NFT’s is less certain, but it is estimated that the electricity used to create one NFT is similar to the electricity usage of an EU citizen for two months. 
Criminal concerns:
Despite blockchain transactions being visible to anyone, it is difficult to trace how funds are moved around due to a users ability to receive a transaction in one cryptocurrency, and then use it to purchase another. There are types of coins known as “privacy coins” which anonymise transactions and provide protection against blockchain tracking. 
Currencies stored in digital wallets are also used to make expensive purchases – for example, an NFT – to launder funds. A criminal organisation might purchase an NFT with ‘dirty’ money, and re-sell it for less than they paid. Once they have sold it, the funds they receive will be clean and laundered. This has been an increasing area of concern worldwide, and governments are looking into putting more restrictions on cryptocurrencies because of this.
10 of 16 - Question 1
What is cryptocurrency?
Choose one 
· Cryptocurrency is a type of token that is secured by using a technique called cryptography
· Cryptocurrency is a type of virtual money that is secured by using a technique called cryptography
· Cryptocurrency is a secure payment service which uses cryptography
· Cryptocurrency is a type of NFT
Answer:
Cryptocurrency is a type of virtual money that is secured by using a technique called cryptography.
11 of 16 - Question 2
What is a blockchain block?
Choose one:
· A data file
· A physical block
· A server
· An NFT
Answer:
A data file
12 of 16 - Question 3
What information is stored in a blockchain block? 
Choose all that apply:
· The previous block’s unique hash
· The IP address of who made the block
· The block’s size
· Digital trading cards
· Data, such as a transaction ledger
· The block’s unique hash
Answers:
· The previous block’s unique hash
· Data, such as a transaction ledger
· The block’s unique hash
13 of 16 - Question 4
What does NFT stand for?
Choose one:
· Neo-Fractional Token
· Non-Fabricated Tuner
· Non-Fungible Token
· Neon-Facia Timestamp
Answer:
Non-Fungible Token
14 of 16 - Question 5
What is an NFT used for?
Choose one:
· To transfer cryptocurrencies from one unit to another
· To withdraw cryptocurrencies to a physical currency
· To display transactions on the Bitcoin network
· To prove ownership of a digital item
Answer:
To prove ownership of a digital item.
15 of 16 - End
Well done, you have completed this session on cryptocurrency, blockchain technology and NFT’s. 
You should now:
· Understand what a cryptocurrency is
· Understand what blockchain technology is
· Understand what NFT’s are
· Understand concerns surrounding cryptocurrency and NFT’s
If you have any questions about anything covered in this session, speak to your tutor for more help. ​

